Transactional Scripts in Contract Stacks by Cohney, Shaanan, Hoffman, David A.
University of Minnesota Law School 
Scholarship Repository 
Minnesota Law Review 
2020 
Transactional Scripts in Contract Stacks 
Shaanan Cohney Hoffman, David A. 
Follow this and additional works at: https://scholarship.law.umn.edu/mlr 
 Part of the Law Commons 
Recommended Citation 
Cohney, Shaanan Hoffman, David A., "Transactional Scripts in Contract Stacks" (2020). Minnesota Law 
Review. 3226. 
https://scholarship.law.umn.edu/mlr/3226 
This Article is brought to you for free and open access by the University of Minnesota Law School. It has been 
accepted for inclusion in Minnesota Law Review collection by an authorized administrator of the Scholarship 

























†	 	 Ph.D.,	 Postdoctoral	 Research	Associate,	 Center	 for	 Information	Technology	
Policy,	Princeton	University.	Copyright	©	2020	by	Shaanan	Cohney.	
††	 	Professor	of	Law,	University	of	Pennsylvania	Law	School.	We	thank	Alexander	
Altieri	 and	Chrissy	Pak	 for	 research	assistance,	 and	Yonathan	Arbel,	Bridget	Fahey,	



















































































RIVATIVES	 CONTRACTS:	 INTRODUCTION	 (2019),	 https://www.isda.org/a/MhgME/Legal-
Guidelines-for-Smart-Derivatives-Contracts-Introduction.pdf	[https://perma.cc/	
N5XN-J5KQ].	









blt/2017/09/09_ng	 [https://perma.cc/MD66-A7V4]	 (“Governments	may	 use	 smart	
contracts	to	manage	.	.	.	e-voting.”).	
	 16.	 See	generally	Horst	Treiblmaier,	The	Impact	of	the	Blockchain	on	the	Supply	











Perhaps	 inevitably,	 “smart	 contracts,”	 a	 term	 that	 connotes	
money,	 computers,	 and	modernity,	 has	 invited	 a	 stampede	 of	 com-
mentators	to	speculate	about	a	wide	variety	of	possible	contracting	
technologies.22	Many	marvel	at	the	innovation	as	some	kind	of	utopian	















[https://perma.cc/LV8P-6BJD]	 (describing	 popular	 smart	 contract	 Ethereum	 as	 “a	
new	kind	of	law”	that	can	be	“perfectly	observed	and	enforced”).	
	 22.	 The	fish	rots	from	the	head.	See	NICK	SZABO,	SMART	CONTRACTS:	BUILDING	BLOCKS	

































We’ll	 start	by	 introducing	 a	new	 term	 that	we	 think	 captures	what	
most	people	in	this	field	think	of	when	they	consider	“smart	contracts”	
as	 they	are	currently	deployed.	We	name	and	describe	 the	 transac-








tracts—there	 is	no	 room	 to	bring	an	action	 for	breach	when	breach	 is	 impossible.”	
Kevin	Werbach	&	Nicolas	Cornell,	Contracts	Ex	Machina,	67	DUKE	L.J.	313,	332	(2017);	
see	also	Amy	 J.	 Schmitz	&	Colin	Rule,	Online	Dispute	Resolution	 for	 Smart	Contracts,	
2019	J.	DISP.	RESOL.	103,	106,	107,	113	(describing	smart	contracts	as	“self-enforcing,”	
“self-governing,”	and	with	“no	ambiguity	around	the	parties’	obligations”).	





































Even	 apart	 from	 the	 performative	 techno-libertarian	 claims	 about	
law’s	abnegation,	many	scripting	projects	are	missing	many	of	the	ac-












	 33.	 The	 reader	 would	 benefit	 from	 reading	 the	 following	 excellent	 works	 on	















Blockchain	 Investments,	 DIAR	 (Oct.	 1,	 2018),	 https://diar.co/volume-2-issue-39	
[https://perma.cc/V6Q2-ZLVR]	(“[I]n	just	.	.	.	three	quarters	of	2018,	blockchain	and	







attack	 or	 exploit,”	 and	describes	 the	 lockdrop	 contract	 as	 a	 failsafe	
technique.36	Moreover,	the	promoters	suggest	that	it	would	be	impos-
sible	 to	 falsely	 claim	 ownership	 for	 an	 address.37 	Needless	 to	 say,	
these	representations	do	not	match	the	reality	of	what	the	buggy	code	
delivered.	But,	equally	obviously,	since	the	code	was	public,	its	latent	































































connects	 between	 the	 intent	 of	 the	 humans	 coding	 transactional	






















all	extant	 transactional	scripts	has	 features	 (and	entails	uncommon	
practices)	which	make	coding	errors,	and	gaps	between	coders’	intent	
and	expression,	both	likely	to	occur	and	difficult	to	resolve.49	Second,	






amples	 to	 argue—contrary	 to	 the	 dominant	 account—that	 these	





nying	 these	projects.	Each	such	category	of	 transactional	 script	has	














ized	 transactions,	whether	using	blockchain	or	 other	 forms	of	 soft-
ware,	 will	 require	 courts	 to	 make	 sense	 of	 gaps	 between	 natural	


















to	 be	 skeptical	 about	 scripts’	 innate	 ability	 to	 simultaneously	 solve	
problems	of	trust,	complexity	and	automation	of	deals.	








































identical	 syntax.55	Reusing	or	 retrofitting	 code	 for	new	ends	 serves	
multiple	purposes	for	developers.	Reuse	decreases	development	time	
and	may	provide	 ready-made,	 secure,	 and	 compatible	 solutions	 for	
difficult	coding	problems.	Code	reuse	can	also	cause	problems,	making	


















































development	 outfits,	 programmers	 often	 fail	 to	 include	meaningful	
commit	messages	and	the	log	may	thus	poorly	capture	intent.61		
Another	prominent	practice	common	to	well-disciplined	devel-

















Author: Pieter Wuille <pieter.wuille@gmail.com> 
Date:   Fri Aug 1 22:57:55 2014 +0200 
 
   Simplify serialize.h's exception handling 
 
   Remove the 'state' and 'exceptmask' from serialize.h's stream 
   implementations, as well as related methods. 
 
   As exceptmask always included 'failbit', and setstate was always 
   called with bits = failbit, all it did was immediately raise an 
   exception. Get rid of those variables, and replace the setstate 
   with direct exception throwing (which also removes some dead 
   code). 
 
   As a result, good() is never reached after a failure (there are 
   only 2 calls, one of which is in tests), and can just be replaced 
   by !eof(). 
 
   fail(), clear(n) and exceptions() are just never called. Delete 





mit—the	message,	 the	quality	of	 the	code	 implementing	the	change	
and	 the	 intent	of	 the	change—and	either	accept,	 reject,	or	send	 the	
commit	back	for	further	review.	
Once	a	program	is	ready	to	be	tested,	it	must	be	converted	from	
















erally	 consists	 of	 two	 components:	 storage	 structures	 that	 track	
 
	 62.	 There	are	two	primary	ways	programs	are	executed:	directly	or	through	an	
interpreter.	Directly	 executed	programs	undergo	multiple	 translation	 (compilation)	
steps	taking	the	program	from	human-readable	source	code,	to	less-human	readable	
assembly	 code,	 to	machine	 readable	 instructions.	 See	 Introduction	 to	 Programming	














	 64.	 See	 generally	 DE	FILIPPI	&	WRIGHT,	 supra	note	 33,	 at	 33–49;	 Theophanis	 C.	
Stratopoulos	&	 Jesús	 Calderón,	 Introduction	 to	 Blockchain	 for	 Accounting	 Students	








algorithm	called	a	 cryptographic	hash	 function.65	This	 easy-to-com-
pute	 equation	 takes	 potentially	 voluminous	 data	 as	 input	 and	 pro-
duces	a	short,	fixed-length,	output—the	hash.	Critically,	there	are	no	
known	methods	to	easily	perform	the	reverse	computation.66	It	is	sim-
ilarly	hard	 to	 find	 two	different	 sets	of	data	 that	when	 fed	 into	 the	
function	both	produce	the	same	hash.67	This	creates	a	tie	between	the	











generally	contained	within	 “transactions,”	 small	 sets	of	machine	 in-





































































































mitting	 only	 preapproved	 validators	 to	 the	 consensus	 forming	
process.	While	potentially	useful	for	a	consortium	of	known	parties,	








	 76.	 Id.;	 see	also	FILIP	LUNDIN	&	FREDRIK	RAHM,	 EVALUATING	RISK	AND	REWARD	FOR	
VALIDATORS	IN	A	CRYPTOCURRENCY	PROOF-OF-STAKE	NETWORK	11–12	(2018)	(explaining	













cording	 and	 facilitating	 the	 flow	 of	 bitcoin	 transactions.81	Realizing	
the	utility	of	performing	more	complex	operations	on	a	blockchain,	a	
 
	 78.	 See	 Sklaroff,	 supra	 note	19,	 at	276–77	n.50	 (“[T]he	 advantages	of	 [permis-
sioned]	blockchains	exist	in	tandem	with	reliance	on	offline	identity.	.	.	.	[P]articipants	







Private	 Blockchains?	 The	 Experts	 Weigh	 in,	 BITCOIN	MAG.	 (June	 20,	 2016),	 https://	
bitcoinmagazine.com/articles/what-are-the-use-cases-for-private-blockchains-the	
-experts-weigh-in-1466440884	 [https://perma.cc/DT5Y-ENTJ]	 (finding	 the	value	of	
private	blockchains	 is	 in	 their	ability	 to	 “provide	 interesting	opportunities	 for	busi-
nesses	to	leverage	[their]	trustless	and	transparent	foundation	for	internal	and	busi-
ness-to-business	use	cases”);	cf.	EUR.	UNION	BLOCKCHAIN	OBSERVATORY	&	F.,	BLOCKCHAIN	
AND	 THE	 GDPR	 16	 (2018),	 https://www.eublockchainforum.eu/sites/default/files/	
















lenging.	Coders	wishing	 to	do	so	must	work	against	 the	 limited	 functionality	of	 the	
platform.	 Jacqui	Frank	&	Sara	Silverstein,	Vitalik	Buterin	Created	One	of	 the	World’s	
Largest	Cryptocurrencies	in	His	Early	Twenties—Here’s	How	He	Did	It	and	Why,	BUS.	IN-




































tual	 machine.	 See	 Preethi	 Kasireddy,	 How	 Does	 Ethereum	 Work,	 Anyway?,	 MEDIUM	

















pressive	as	any	other	programming	 language.85	If	 limits	are	not	 im-
posed	 on	 transactional	 script	 running	 time	 and	 resource	 require-
ments,	 a	 malicious	 actor	 could	 force	 validators	 to	 perform	 never	
ending	computations,	halting	all	useful	work	on	the	chain.	Validators	






amount	 of	 gas	paid	per	 transaction	 is	determined	by	 the	Ethereum	
protocol,	while	the	exchange	rate	is	determined	by	the	user.	The	user	
must	also	pre-pay	gas	that	in	their	estimation	will	sufficiently	cover	















(May	 24,	 2018),	 https://www.sitepoint.com/ethereum-transaction-costs	 [https://	























ADD	 3	 ~$30	 Adds	two	numbers	together	


















laptop	 performs	 on	 the	 order	 of	 billions	 of	 operations	 per	 second,	
 
	 90.	 These	figures	are	calculated	at	the	default	gas	price	of	3 × 10!"	gas/ETH	and	
an	exchange	rate	of	$295	USD/ETH	and	are	rounded	up	to	one	significant	figure.	See	



















-management.pdf	 [https://perma.cc/925L-X9R7]	 (envisioning	 large-scale	 supply-
chain	data	storage	on	the	blockchain).	






























mance,	 ASTEROIDS	 HOME,	 https://asteroidsathome.net/boinc/cpu_list.php	 [https://	
perma.cc/39EF-LGL6].	
	 96.	 Noted	blockchain	researcher	Emin	Gün	Sirer	correctly	notes	that	costs	of	stor-





Proof-of-Work	 style	 consensus	 algorithms	 that	 establish	 consensus	 in	 the	 first	 in-




































Jing	 Chen,	 A	 Brief	 Survey	 of	 “Programming	 Paradigms,”	 MEDIUM	 (Apr.	 11,	 2019),	
https://medium.com/@jingchenjc2019/a-brief-survey-of-programming-paradigms	
-207543a84e2b	[https://perma.cc/V3WE-HECF].	
	 101.	 For	 an	 analysis	 of	 various	 designs	 facilitating	 off-chain	 computation	 by	 a	
smaller	number	of	nodes	and	reducing	the	cost	imposed	by	large	scale	replication	of	
work,	see	Lewis	Gudgeon,	Pedro	Moreno-Sanchez,	Stefanie	Roos,	Patrick	McCorry	&	






















chains	 have	 important	 virtues:	 primarily,	 they	 enable	 trustless	 ex-








































tions,	 operations	 to	 access	 and	modify	 some	 form	 of	memory	 (the	
















3. The	 recipient	 quickly	 engorges	 their	 discount	 to	 the	maxi-
mum	size	permitted	by	the	EVM.	
	






5. The	 recipient	 now	 executes	 completeStage()	 repeatedly,	




























Modern	 programming	 languages,	 including	 Solidity	 and	 the	
















	 110.	 Testnet,	 BITCOIN	 WIKI	 (Apr.	 14,	 2020),	 https://en.bitcoin.it/wiki/Testnet	
[https://perma.cc/5743-J2KZ].	
	 111.	 See	MyEtherWallet,	Understanding	 Blockchain	 Changes:	 Testnets	 and	Main-














Penetration	 testing	 and	 security	 auditing	 are	 other	 important	
components	of	sophisticated	software	development.	Specialized	secu-
rity	engineers	attempt	to	find	and	exploit	security	flaws	and	assess	the	
quality	of	code	as	relevant	 to	security.115	However,	 security	 failures	
bedevil	even	the	best	audited	software	packages.116	The	real	test	for	
















puts	many	well-performing	 service	 firms	outside	 the	price	 range	of	 the	majority	of	
transactional	script	developers.	See	ekotysh,	How	Much	Does	a	Smart	Contract	Audit	






nerabilities,	 OPENSSL,	 https://www.openssl.org/news/vulnerabilities.html	 [https://	
perma.cc/97CK-XMD5].	
	 117.	 Some	experts	estimate	the	density	of	bugs	is	10	to	50	bugs	per	KLOC	(1000	











These	 characteristics	 of	 the	 vulnerability	 life	 cycle	 pose	 chal-
lenges	 for	a	 transactional	 script	developer,	where	 there	are	 limited	
opportunities	for	safe	testing	on	a	live	blockchain	or	patching	ex	post.	
Worse,	the	semantics	of	the	Solidity	coding	language	in	which	almost	













coming	 increasingly	 aware	 of	 the	 problematic	 real-world	 conse-































curity	 concerns	 and	 high	 stakes	made	 coding	 difficult.	 “In	most	 .	.	.	
[non-blockchain	 projects]	when	 a	 bug	 appears,	 it	will	 be	 fixed	 and	
soon	 forgotten.	 But	 in	 blockchain	 projects	 some	 bugs	 can	 be	 very	
costly	and	never	forgotten.”125	Similarly,	some	complained	that	erro-
neous	 ledger	entries	are	“almost	 impossible”	 to	 fix.126	These	unique	





























Finding	 the	 Greedy,	 Prodigal,	 and	 Suicidal	 Contracts	 at	 Scale	 (Mar.	 14,	 2018)	 (un-


















lows	 for	 more	 sophisticated	 types	 of	 trades,	 both	 of	 ether	 (the	
Ethereum-defined	base	currency)	and	script-defined	cryptoassets.130	
ERC-20	is	the	Ethereum	technical	standard	that	provides	a	tem-
plate	 for	 creating	 a	 fungible,	 tradeable	 asset,	 known	 as	 a	 token.131	
Such	tokens	are	the	most	common	cryptoasset.132	Token	balances	are	
not	stored	by	the	owner	of	the	token.	Instead,	the	transactional	script	
that	 created	 the	 asset	 updates	 an	 internal	 ledger	 of	 addresses	 and	
their	 corresponding	 token	balances.	Below	we	provide	 some	of	 the	
code	that	creates	such	tokens.	
 
	 130.	 See	Ethereum	Whitepaper,	 ETHEREUM,	 https://ethereum.org/en/whitepaper	
[https://perma.cc/LV92-E3HC]	(last	updated	July	9,	2020)	(indicating	that	Ethereum	















script’s	 internal	 ledger	 of	 account	 balances.	 While	 any	 human	 can	
manually	inspect	the	ledger,	an	Ethereum	script	can	only	access	the	
balances	via	the	balanceOf()	function	which	outputs	the	balance	for	a	










terior.	 The	 buttons	 correspond	 to	 the	 functions	 that	 a	 given	 script	
makes	 available,	 and	 illustrate	 how	 even	with	 a	 transparent	 vault,	
control	over	and	ownership	of	 the	commodity	ultimately	 lies	 in	 the	










mapping(address => uint256) balances;
function balanceOf(address tokenOwner) public
view returns (uint) {
return balances[tokenOwner ];
}
function transfer(address receiver , uint
numTokens) public returns (bool) {
































Of	 course,	 tokens	 are	 not	 merely	 technological	 artifacts.	 They	
take	their	value	from	social	consensus:	their	holders	must	think	they	
will	eventually	provide	some	utility	(even	if	merely	being	trading	in-






cally	 involve	 the	exchange	of	bitcoin	or	another	 form	or	 cryptocur-
rency	for	a	set	of	rights	embodied	in	a	transactional	script.135	For	ex-
ample,	an	organization	called	Kik	raised	$98M	in	2017	by	offering	for	
sale	 some	of	10	 trillion	 “Kin”	 tokens	 it	had	created.136	According	 to	
Kik’s	White	Paper,	thirty	percent	of	the	total	sale	proceeds	were	ear-





























rency	exchange	at	 ten	 times	 the	prevailing	market	rate.140	This	cre-




















	 139.	 See	 Complaint	 at	 13,	 SEC	 v.	 REcoin	 Grp.	 Found.,	 L.L.C.,	 No.	 17-CV-5725	
(E.D.N.Y.	Sept.	29,	2017)	(alleging	securities	liability	due	to	REcoin’s	whitepaper	mak-
ing	representations	about	charitable	giving	for	which	“there	is	no	program	code”).	






	 143.	 See	generally	Andrea	Pinna,	Simona	 Ibba,	Gavina	Baralla,	Roberto	Toneli	&	
Michel	Marchesi,	A	Massive	Analysis	of	Ethereum	Smart	Contracts	Empirical	Study	and	
Code	Metrics,	7	IEEE	ACCESS	78,194,	78,202–06	(2019).	
	 144.	 See	 Nathan	 Reiff,	 What	 Are	 Centralized	 Cryptocurrency	 Exchanges,	 IN-








trades	 almost	 always	 occur	 off-chain	 and	 are	 settled	 using	 the	 ex-












bined	 with	 the	 blockchain	 community’s	 ideological	 opposition	 to	
centralization,	provided	fertile	ground	for	the	development	of	decen-
tralized	exchanges,151	or	DEXes.	
TokenStore,	a	DEX,	did	not	automatically	match	 trades	 in	 their	
order	book.	Rather,	sellers	of	assets	would	post	an	order	and	buyers	











































order	book,	 any	counterparty	 could	 force	 its	execution.	TokenStore	
appears	to	lack	either	a	whitepaper	or	any	substantive	formalization	
in	natural	language	of	their	system	architecture.	Its	website	contains	



















































TY3W-G64V].	 Of	 note,	 the	 script	 is	 upgradable	 via	 an	 opt-in	 process,	meaning	 that	
while	TokenStore	currently	has	no	way	to	access	user	assets,	a	future	version	of	the	
contract	certainly	could.	Though	TokenStore	has	delisted	a	number	of	tokens	from	its	
order	 book	 and	 user	 interface,	 individuals	 who	 have	 delisted	 tokens	 stored	 in	 the	
transactional	script	can	still	access	them	by	manually	submitting	a	withdraw	transac-
tion	 to	 the	 blockchain.	See	 token.store	 (@TokenDotStore),	 TWITTER	 (Nov.	 15,	 2018,	
11:46	AM),	https://twitter.com/TokenDotStore/status/1063126115290615808	
[https://perma.cc/E4VK-DK4T].	
	 156.	 Block	Explorer	 for	Ethereum	Mainnet,	ANYBLOCK	ANALYTICS,	https://explorer	
.anyblock.tools/ethereum/ethereum/mainnet/address/0xE17dBB844Ba602E18988	



















some	 security	 guarantees	 stemming	 from	 the	 increased	 difficulty	 of	 compromising	
hardware.	
function internalUpdateRates(bytes4 []
currencyKeys , uint[] newRates , uint
timeSent) internal returns(bool) {
require(currencyKeys.length ==
newRates.length , "Currency key array
length must match rates array length.");
require(timeSent < (now +
ORACLE_FUTURE_LIMIT), "Time is too far
into the future");
// Loop through each key and perform update.
for (uint i = 0; i < currencyKeys.length;
i++) {
// Should not set any rate to zero ever ,
as no asset will ever be
// truely worthless and still valid. In
this scenario , we should
// delete the rate and remove it from
the system.
require(newRates[i] != 0, "Zero is not a
valid rate , please call delegateRate
instead.");
require(currencyKeys[i] != "sUSD", "Rate
of sUSD cannot be updated , it’s
always UNIT.");
// We should only update the rate if
it’s at least the same age as the














emit RatesUpdated(currencyKeys , newRates);





as input a set of
exchange rates and
currency pairs, along
with the current time
The function performs
the following process
for each currency pair:
1. Check if the last update was
far enough in the past to
require a new update
2. Invert the rate if required
3. Update the script with the












highlights	 a	 significant	 trade-off:	 oracles	 require	 trust	 in	 the	 data	
source	(and	further	in	the	soundness	of	the	oracle	script).159	For	some,	
the	 intermediation	and	 trust	 reintroduced	by	oracles	highlights	 the	








offline,	 and	 the	 code	 to	 disregard	 outliers	 averaged	 the	 remaining	































ket	 value	 of	 $1b	with	 a	mere	 $1000	 investment.163	Fortunately	 for	





















Alongside	 extensive	 code	 commentary,	 Synthetix	makes	 repre-
sentations	as	to	the	 functionality	of	 its	platform	in	the	README	ac-

































national	Commercial	Court,	 applying	 the	 common	 law	of	 Singapore	

















	 167.	 Oikos	 Contracts,	 GITHUB,	 https://github.com/oikos-cash/oikos#oikos-tron	
-contracts	[https://perma.cc/9CME-PC2E]	(last	modified	Aug.	11,	2020).	
























conditions,	 permitted	 a	 reversal	 of	 trades	 if	 “market	 circumstances	
shift	dramatically	or	something	else	happens.”181	The	court	held	that	
because	the	statement	was	not	expressly	incorporated	into	the	con-
tract	(that	 is,	 into	the	terms	and	conditions),	 it	did	not	override	the	
express	 language	 of	 the	 contract	 itself.182	This	 decision	 seems	 per-
fectly	sensible	on	its	face—an	application	of	the	usual	idea	that	an	in-




themselves	 have	 executed	 the	 trade	 in	 a	 hypothetical	world	where	
they	 talked	 about	 it	 in	 person	 in	 real	 time.184 	That	 is,	 the	 parties’	
agents—the	programs—had	executed	a	deal	which,	though	an	accu-
rate	expression	of	the	code’s	instructions,	somehow	failed	to	capture	
their	 “real	 intent.”185	As	 Quoine	 argued,	 the	 platforms	were	 “really	
complex	platforms,”	in	which	“a	lot	of	things	[could]	go	wrong.”186	The	
mistake	in	question	was	not	a	typographical	error	in	the	code,	but	ra-






































































parties’	 legal	 rights.	The	Quoine	 tribunal	privileged	 the	natural	 lan-
guage	contract	embodied	in	the	terms	and	conditions	over	the	code.	
Though	 it	 ultimately	 declared	 that	 the	 risk	 disclosures	 outside	 the	
terms	and	conditions	were	not	binding,	it	apparently	would	have	en-
forced	those	disclosures,	had	they	been	incorporated,	over	software	






Quoine	 focused	 on	 intent	 at	 the	 time	 of	 the	 original	 programming.	
Knowing	what	B2C2	intended	required	the	court	only	to	take	the	tes-
timony	of	one	coder,	and	to	apply	the	normal	judicial	tools	(assessing	






































































scripted	performance.203	This	 is	 the	apparent	 impetus,	 for	example,	





But	 we’d	 go	 further.	 All	 litigated	 scripts	 will	 exist	 in	 contract	
stacks.	That’s	not	to	say	that	there	will	always	be	a	100-page	master	
agreement,	or	even	clicked-through	terms	and	conditions	of	sale.	Ra-















complishes	performance.	But,	unlike	 the	 cheese,	 at	 least	 at	 the	mo-




























counts	 as	 the	 “contract”	 results	 from	 the	multifarious	 set	 of	 policy	
















code	 that	conformed	to	 their	promises.208	“For	over	20%	of	 ICOs	 in	
our	 sample	 where	 promoters	 promised	 cryptoasset	 supply	 re-
strictions,	and	35%	of	promised	token	burning,	we	could	not	observe	













































































The	hardest	problem	 is	 the	 contractual	 status	of	 the	 script,	 in-
cluding	its	commentary.	It’s	hornbook	law	that	the	parties	can	use	ci-













Shaanan	 Cohney,	 David	Hoffman,	 Jeremy	 Sklaroff	 &	David	Wishnick,	Coin-Operated	






	 219.	 See	 aetrnty,	Burning	Token,	 REDDIT	(Sept.	 10,	 2017,	 1:42	PM),	 http://www	
.reddit.com/r/Aeternity/comments/6za07b/burning_token	[https://perma.cc/K3QQ	
-PJBL].	
	 220.	 5	MARGARET	N.	KNIFFIN,	CORBIN	ON	CONTRACTS:	 INTERPRETATION	OF	CONTRACTS	
§	24.9	(Joseph	M.	Perillo	ed.,	rev.	ed.	1998);	see,	e.g.,	Hurst	v.	W.J.	Lake	&	Co.,	16	P.2d	
















such	 scraps	 “did	not	 arise	 to	 the	dignity	of	 a	 contract.”225	Promises	
made	in	terms	and	conditions	feel	like	contracts	(more	or	less),	while	
those	made	on	Twitter	may	not.226	
But	 how	 about	 the	 code?	 The	 primary	 objection	 to	 including	
scripts	as	presumptive	source	of	contractual	intent	is	that	code	does,	






































This	 conclusion	 is	 strengthened	 in	 light	 of	 our	 focus	 on	public	
blockchains,	 where	 all	 of	 the	 relevant	 parties	 have	 access	 to	 the	




















lawyers	 to	care	about	coding,	and	coders,	 and	consequently	 reduce	
the	likelihood	of	promissory	fraud.227	
B. TENSIONS	WITHIN	THE	STACK	




















press	 their	 agreements	 in	 multiple	 documents. 231 	In	 determining	
meaning	when	 there	 is	 ambiguity,	 extrinsic	 evidence—that	 is,	 any-






























888,888ETH	 hard	 cap.”	 MONACO,	 MONACO	WHITEPAPER	 8	 (2018),	 https://whitepa-
perdatabase.com/wp-content/uploads/2018/03Monaco-MCO-Whitepaper.pdf	
[https://perma.cc/7GKB-9D2D].	 But	 our	 audit	 disclosed	 no	 such	 scripted	 commit-
ment.	See	Cohney	et	al.,	supra	note	2,	app.B.	















about	 the	 exchange’s	 commitment	 to	 being	 a	 hands-off-enterprise.	
The	code	permitted	trader	errors—indeed,	it	did	nothing	to	prevent	
them.	 However,	 the	 code	 commentary	 stated	 that	 “we	 [i.e.,	 Token-
Store’s	operators]	validate	 the	contents	and	the	creator	address”	of	
the	“orders.”	





i.e.,	 that	 the	code	produces	commercially	 reasonable	 results.236	And	
perhaps	 such	 narrow	 programming	 meanings	 are	 only	 relevant	 in	
commercial	markets,	so	that	“validate”	ought	to	take	on	an	ordinary	
meaning,	 i.e.,	 “to	make	 legally	 valid.”	 This	would	mean	 that	 the	 ex-









layer	 of	 the	 stack	 should	 be	 interpreted	 against	 a	 commercial	 background	denying	
modifiability.	Id.	at	615	n.114.	
	 235.	 CWE-20:	 Improper	 Input	Validation,	 COMMON	WEAKNESS	ENUMERATION	 (Sept.	
19,	2019),	https://cwe.mitre.org/data/definitions/20.html	[https://perma.cc/C3GA-
FM6Y].	
	 236.	 See	Data	Validation:	OSWAP	Guide	 to	Building	Secure	Web	Applications	and	
Web	 Services,	 COMMON	OPEN	WEB	 APPLICATION	 SEC.	 PROJECT	 (Jan.	 5,	 2006),	 https://	
searchsoftwarequality.techtarget.com/news/1156594/Data-validation-Chapter-12	
-OWASP-Guide-to-Building-Secure-Web-Applications-and-Web-Services	[https://	















times,	 by	 authors	 with	 distinct	 professional	 backgrounds,	 and	 in-
tended	for	different	readers,	we	should	anticipate	conflicts	in	mean-







we	 think	 the	 parties’	 contract—what	 they	 can	 sue	 on—most	 likely	


































would	 be	 read,	we	would	 rightly	worry	 about	 promissory	 fraud	 or	
other	forms	of	bait-and-switch	behavior.	Though	today,	many	users	of	
transactional	 scripts	 are	 sophisticated—even	 to	 access	 scripts,	 you	
usually	install	specialized	software	on	your	computer—that	may	not	
be	the	case	going	 forward.	Given	that	English	 is	easier	 to	read	than	












	 243.	 In	 consumer-facing	 transactions,	 courts	 also	may	worry	about	 exploitation	




















est	 audience,	 and	 that	 is	 susceptible	 to	 the	 cheapest	 judicial	 over-
sight.248	
As	we’ve	shown,	code	is	irreducibly	buggy,	and	the	normal	ways	






lient—for	example,	 if	 it	 is	referred	to	by	 line	number	 in	the	natural	





































logs	are	 thus	 like	 the	definition	section	of	an	ordinary	contract:	 the	
very	 best	 evidence	 of	 meaning. 253 	Consequently,	 commentary	 and	
commit	logs	should	be	privileged	over	the	code	it	explains.	
That	 said,	 some	might	worry	 that	 code	 commentary	 (and,	 to	 a	
lesser	extent,	commit	logs)	is	intended	to	be	disposable254—it	might	











intent.	But	 the	 same	objections	 can	be	made	about	boilerplate	 that	
travels	from	deal	to	deal.	Moreover,	though	it’s	true	that	some	coders	





program’s	 inner	 secrets.	 Indeed,	 it	cannot.	 The	 inner	 secrets	of	 a	program,	 the	 real	




editor	 [https://perma.cc/DY2R-4X4D]	 (embedding	 human	 readable	 semantic	 con-
tract	within	compliable	code	that	exports	to	Solidity).	









	 255.	 Cf.	Haque	et	al.,	 supra	note	52,	at	58	(“Another	 [developer]	may	constantly	
contribute	a	high	volume	of	lines	over	a	long	period	of	time,	but	still	be	a	functionary	
whose	work	is	wholly	non-essential	and	could	easily	be	replaced	by	others.”).	
	 256.	 See	generally	Stephen	 J.	Choi,	Mitu	Gulati	&	Robert	E.	Scott,	The	Black	Hole	





























This	 is	 not	 bytecode,	 but	 rather	 an	 erroneous	 encoding	 of	 the	
bytes	into	the	glyphs	that	represent	them.	Obviously,	clicking	on	the	
agree	 box	 wouldn’t	 bind	 anyone—the	 gibberish	 communicates	 no	
meaningful	 information	 to	 humans	 (even	 if	 some	 computer,	 some-
where,	could	make	sense	of	it).	Byte	code	is	likewise	at	the	very	bot-
tom	of	our	interpretative	hierarchy,	as	decoding	it	requires	the	exer-
tion	 of	 effort	 and	 expertise	 likely	 beyond	 the	 capacity	 of	 the	
contracting	parties.		
These	 interpretive	 principles	 ought	 to	 give	way	 depending	 on	
context.	 Thus,	we	 imagine	 that	 ephemeral	 contractual	 promises—a	
 







the	 script—would	 likely	not	displace	 a	well-curated	GitHub	 reposi-
tory.	Or,	a	piece	of	code	commentary	that	makes	a	joke.	Here,	again,	
our	argument	rests	on	a	pragmatic	judgment	as	to	what	courts	will	do,	























changes.262	Thus,	 a	 party	might	 encounter	 a	 piece	 of	 code	 that	 has	































Overall,	 this	 interpretative	 hierarchy,	 which	 promotes	 super-
vised	coding	and	last-in-time	syntax,	arises	out	of	the	same	intuitions	
that	generate	the	parol	evidence	rule.	Recall	Corbin’s	famous,	though	
not	universally	accepted,	 rationale	 for	 the	rule.264	It	was	not,	he	ar-
gued,	 primarily	 about	 controlling	 self-serving	 frauds	 by	 excluding	
convenient	ex-post	 evidence	of	meaning.265	Rather,	 the	 rule	was	 in-











ing	smart	 legal	contracts	 ‘in	a	 language	that	 is	both	human-intelligible	and	machine	



































cense,	 deployed	 by	 Synthetix,	 disclaimed	 all	 warranties	 as	 to	 the	















we	 give	 these	 scripted	 integration	 clauses	 force? 270 	Offline,	 courts	
 































































To	 the	 extent	 these	 issues	 seem	 fanciful,	 consider	 the	 DAO	
hack.275	The	DAO	was	a	token-mediated	platform	that	allowed	small	
investors	 to	enter	 jointly	 into	a	venture	capital	pool.276	The	entity’s	
“terms,”	apart	from	disclaiming	various	legal	rights,	stated	that	“[t]he	
“use	of	The	DAO’s	smart	contract	code	.	.	.	carries	significant	financial	











	 276.	 Cf.	 Vitalik	 Buterin,	Bootstrapping	 a	 Decentralized	 Autonomous	 Corporation:	
Part	 I,	 BITCOIN	 MAG.	 (Sept.	 20,	 2013),	 https://bitcoinmagazine.com/articles/	
bootstrapping-a-decentralized-autonomous-corporation-part-i-1379644274	
[https://perma.cc/6FNC-93QV].	

















vestments	had	begun,	 someone	noticed	a	 flaw	 in	 its	 code	which	al-
lowed	siphoning	of	$55	million	(of	around	$170	million	total	assets)	
out	of	the	pool.	Ethereum’s	then	developers	promulgated	a	proposed	













the	DAO	Exploit	 and	Possible	 Investor	Rights,	 BITCOIN	MAG.	 (June	21,	 2016),	 https://	
bitcoinmagazine.com/articles/a-legal-analysis-of-the-dao-exploit-and-possible	
-investor-rights-1466524659	[https://perma.cc/XJK6-TCKB].	
	 280.	 Reyes,	 supra	note	30,	at	388;	 see	The	Ethereum	Classic	Declaration	of	 Inde-




	 281.	 See,	 e.g.,	 Matthew	 Leising,	 The	 Ether	 Thief,	 BLOOMBERG	 (June	 13,	 2017),	
https://www.bloomberg.com/features/2017-the-ether-thief	[https://perma.cc/N8RJ	
-F7RE]	 (“Gün	 .	.	.	 had	 already	 been	 tracking	 and	 publicizing	 flaws	 in	 the	 DAO’s	 de-
sign.	.	.	.	[He]	appears	to	be	the	first	to	pinpoint	the	flaw	that	put	the	money	in	jeop-
ardy.”).	

















hack—in	part	 because	The	DAO’s	 fix	was	 incomplete—transferring	
money	multiple	times	out	of	The	DAO.	
Thus,	here	we	again	have	a	stack	of	meaning	about	what	the	par-






















































DAO	Token	holders	prior	to	purchase”	and	 impliedly	concluding	that	 this	would	 in-
clude	the	Terms	of	Use	but	not	the	permissive	code).	











	 291.	 In	 this	 context,	 perhaps	 all	 participants,	 including	 investors	 and	 program-
mers,	could	be	considered	simply	partners.	See	Stephen	Palley,	How	to	Sue	a	Decentral-
ized	 Autonomous	 Organization,	 COINDESK	 (Mar.	 20,	 2016,	 3:17	 PM),	 http://www	
.coindesk.com/how-to-sue-a-decentralized-autonomous-organization	[https://	























































script	 project	 are	 expanding	 at	 an	 astounding	 rate.	 Every	day,	 new	
projects	(like	Facebook’s	Libra,	or	JP	Morgan’s	fiat	coin)	launch	with	




lative,	 ecosystem	 and	 law	 are	 typically	 described	 as	 antagonistic.	
Thus,	for	noted	commentator	Nick	Szabo,	the	primary	virtue	of	“smart	











	 294.	 See	generally	Allen,	supra	note	33,	at	322	(warning	against	 too	heavily	dis-
counting	the	likelihood	of	successful	deployment	of	legal	contracts	in	code).	



















front	 specification.298 	By	 reducing	monitoring	 costs	 on	 the	margin,	
transactional	scripts	may	make	it	more	likely	for	parties	to	enter	into	
the	exchange.	Similarly,	in	regimes	where	institutional	trust	is	at	a	na-
dir	 and	 centralized	 trading	 repositories	 are	 unreliable,	 scripts	 can	
provide	significant	value.299	
And	yet,	this	value	will	have	natural	limits,	defined	by	a	tradeoff	
between	 the	 value	 of	 trustless	 computing	 and	 the	 added	 costs	 im-
posed	by	the	complexity	tax,	whose	scope	we	are	the	first	to	make	con-
crete.	Most	solutions	to	the	complexity	tax	require	either	the	interme-




conclusion	 fits	well	with	 the	most	 sophisticated	guidance	 currently	
available.301		
The	future	of	scripts	is	thus	about	hybrids,	where	code	and	natu-





































ated	 transactions	will	often	 fail	 to	achieve	what	 their	promisors	 in-
tend,	even	as	they	are	surrounded	by	communications	in	“real”	 lan-
guages,	intended	to	be	relied	on	by	real	people.	In	such	cases,	law	will	
confront—and	must	surmount—two	temptations:	ignoring	the	code	
altogether	as	a	mere	instrument	of	performance	or	enforcing	it	as	an	
exculpatory	clause	written	in	ciphered	text.		
We	argue	for	an	alternative	approach,	which	first,	claims	transac-
tional	code,	commentary,	and	logs	as	a	part	of	the	contractual	stack,	
capable	of	expressing	meaning	about	 the	parties’	 intent.	We’ve	also	
defined	a	hierarchy	of	meaning	that	situates	natural	language	disclo-
sures	above	artificial	ones.	The	canons	we’ve	proposed,	built	on	an	in-
formed	understanding	of	 the	coding	ecosystem,	predictably	enforce	
the	parties’	reasonable,	publicly	communicated,	intent,	and	will	forbid	
opportunistic	exploitation	of	subtle	errors	in	coding.	These	ought	to	
be	the	law’s	goals	in	compiling	contracts	executed	on	blockchains,	as	
well	as	whatever	forms	of	coded	exchanges	the	future	delivers	to	us.		
	
